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Background

The Life Code Compliance Committee (the 
Committee) has developed this Guidance Note 
in response to concerns that some subscribers 
are failing to identify and report all significant 
breaches of the Code.

Despite the number of self-reported 
significant breach matters increasing overall 
for the last three reporting periods,1 we 
continue to see few or no significant breaches 
reported by some subscribers – including 
some of the larger ones.

At the same time, we have received high 
volumes of breach allegation referrals, often 
against subscribers that report few significant 
breaches.

Moreover, breach data submitted as part 
of the 2018–19 and 2019–20 Annual Data 
and Compliance Programme (ADCP) showed 
that some subscribers did not report any 
significant breaches, despite reporting high 
numbers of breach events.2 While not all 
breach events would amount to a significant 
breach of the Code, given that a breach event 
results in multiple breaches of a Code section 
from the same cause at the same point in 
time and often impacts many customers, we 
would have expected subscribers to assess 
and report some of these breach events as 
significant breaches.

This indicates that some subscribers:

• do not have sufficiently robust Code
compliance frameworks in place to
identify and report significant breaches,

• are failing to correctly interpret and apply
their significant breach obligations as
defined in the Code, and

• have not embedded a positive reporting
culture into their organisation.

We expect subscribers to have robust Code 
compliance frameworks in place to identify, 
capture and manage all breaches, and to 
assess breaches promptly and in a manner 
consistent with good practice. In addition, 
the Code requires subscribers to report 
breaches determined to be significant within 
10 business days. If a subscriber is unsure 
whether a breach is significant, the Committee 
encourages subscribers to err on the side of 
caution and report it as a significant breach.

Identifying and reporting significant breaches 
to the Committee and taking corrective 
actions to remediate customers to minimise 
the occurrence of future breaches will result 
in improved customer outcomes. This aligns 
with the spirit and purpose of the Code and 
meets the community’s needs and evolving 
expectations.

1    Subscribers reported 23 significant breaches in 2017–18; 43 in 2018–19; and 44 in 2019–20.

2    For the purposes of this Guidance Note, a breach event is defined as an event that has resulted in multiple breaches of the one Code 
section as a result of the same or similar cause over a period of time. A breach event has impacted or has the potential to impact 
more than one customer.
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Purpose

The purpose of this Guidance Note is to set 
out the Committee’s expectations of Code 
subscribers, to ensure that subscribers:

•	 can appropriately identify a significant 
breach,

•	 report significant breaches to the 
Committee in an efficient and timely 
manner (within 10 business days of 
becoming aware of the significant breach),

•	 understand the process for addressing a 
significant breach, and

•	 understand the circumstances in which 
the Committee will close a significant 
breach matter.

We consider all matters on the basis of their 
individual circumstances and this document 
does not anticipate all possible issues that 
might come before us.

A significAnt breAch is defined under 
section 15 of the code3  As:

…a breach that is reasonably 
determined by us to be significant by 
reference to:

a) the number and frequency of 
similar previous breaches;

b) the impact of the breach on our4 
ability to provide our services;

c) the extent to which the breach 
indicates that our arrangements 
to ensure compliance with Code 
obligations is inadequate; or

d) the actual or potential financial 
loss caused by the breach.

3    See Chapter 15 Definitions: https://lifeccc.org.au/app/uploads/2019/04/life-code-of-practice-1.pdf. 

4    We, us and our are defined in the Code as the organisation that has adopted the Code.

While the Committee can determine if a 
breach amounted to serious and/or systemic 
non-compliance with the Code as part of an 
investigation, it currently cannot determine if 
a breach amounts to a significant breach. As 
a result, we encourage subscribers to actively 
assess each breach of the Code against each 
of these four criteria to determine whether 
it should be classified as a significant breach 
and reported to the Committee.

Definition of a significant 
breach

While the Committee is responsible for 
monitoring and enforcing compliance with 
the Code, it is a subscriber’s responsibility to 
determine whether a breach of the Code is 
significant and needs to be reported.

It	is	a	subscriber’s	
responsibility	to	determine	
whether	a	breach	of	the	
Code	is	significant	and	
needs	to	be	reported.

https://lifeccc.org.au/app/uploads/2019/04/life-code-of-practice-1.pdf
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Assessing whether a breach is significant

While subscribers should consider each of the 
four criteria in their assessment of whether a 
breach of the Code is likely to be significant, a 
breach does not need to meet all four criteria 
to be significant. A breach can be considered a 
significant breach if it meets one of the criteria. 

We have listed some examples below as 
possible indications that a breach in those 
circumstances is likely to be significant. 

Nonetheless, subscribers should review 
each criterion relative to the individual 
circumstances of the breach and not take a 
legalistic or prescriptive approach. Specific 
examples of some significant breaches 
reported by subscribers to the Committee over 
the last five years are listed in Appendix 2.

A) the number And frequency of simil Ar
previous breAches;

When assessing whether a breach is
significant under this criterion, subscribers
should consider whether the breach was
previously self-reported, identified or
determined and how recurrent the breach
is over time. The higher the cumulative
number of previous breaches which
stemmed from a single root cause over
a period, the greater the likelihood the
breach is a significant breach.

• If a subscriber has previously identified
or self-reported breaches or significant
breaches to the Committee relating to
the same issue, it is more likely that
the breach is a significant breach.

• A large volume of isolated breaches
resulting from the same root cause
over a short period of time will make it
more likely to be a significant breach.

b) the impAct of the breAch on our 5 Abilit y to
provide our services;

When assessing whether a breach is
significant under this criterion, subscribers
should consider the nature and extent of
the breach on its ability to comply with
service related obligations under the Code.
How significant the impact is depends
on the cause and scope of the breach. A
breach caused by a systems failure across
multiple channels and products would have
a greater impact on a subscriber’s ability to
provide its services and thus more likely to
be a significant breach.

• A breach causing a system failure
within a policy administration system
may impact a subscriber’s ability to
provide its services and is more likely
to be a significant breach.

• A breach resulting from unexpected
resourcing issues impacting the
subscriber’s ability to provide claims-
related services would impact a
subscriber’s ability to provide its
services and is more likely to be a
significant breach.

5    We, us and our are defined in the Code as the organisation that has adopted the Code.
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C) the extent to which the breAch  indicAtes 
thAt our  ArrAngements  to ensure 
compliAnce with Code  obligAtions is 
inAdequAte;

When assessing whether a breach is 
significant under this criterion, subscribers 
should consider the root cause of a breach 
and whether it indicates that a subscriber’s 
overall compliance frameworks are 
inadequate.

• An existing system limitation causing 
processing issues and delays in
the assessment of applications
for insurance indicates that the 
subscriber’s overall compliance 
frameworks are inadequate and is more 
likely to be a significant breach.

• Where a subscriber does not have 
adequate controls in place to
detect and report instances of non-
compliance, this indicates that
the subscriber’s arrangements to ensure 
compliance with the Code are 
inadequate and is more likely to be a 
significant breach.

D) the ActuAl or potentiAl finAnciAl loss

cAused by the breAch ;

When assessing whether a breach is

significant under this criterion, subscribers

should consider whether there is a

likelihood that the breach would have

actual or potential financial impact on

customers.

• An unreasonably delayed decision to
accept claims is likely to cause actual
or potential financial loss to customers
and is more likely to be a significant
breach.

• A subscriber’s failure to include the
financial and/or legal advice wording
within the claims acceptance letter can
cause potential financial loss to
customers and is more likely to be a
significant breach.

“…	subscribers	should	consider	the	root	cause	of	a	breach	and	
whether	it	indicates	that	a	subscriber’s	overall	compliance	
frameworks	are	inadequate.	



6Guidance Note No. 7  Interpreting and applying Life Insurance Code of Practice (Code) - Significant breach obligations

Subscribers have a responsibility to monitor 
their compliance with the Code and report 
non-compliance to the Committee.  

Under section 13.4 of the Code, subscribers 
must report a significant breach to the 
Committee within 10 business days of 
identifying the breach unless the exceptions 
under section 13.4(a) and (b) apply. 

As highlighted in Case Study 3,6 we were 
encouraged that the subscriber proactively 
self-reported a significant breach even though 
we determined that the breach was not 
significant. Whether a breach is significant 
depends on multiple factors, and may not 
always be clear. 

As such, we continue to remind subscribers 
to take a broad view when assessing whether 
a breach is a significant breach and, when in 
doubt, to err on the side of caution and report 
breaches that may be ‘borderline significant’. 

Reporting significant breach matters to the Committee

6    See published Case Study 3: https://lifeccc.org.au/app/uploads/2019/06/CaseStudy3_ReportingSigBreaches_-December-2018.pdf

7    See published Guidance Note 1: https://lifeccc.org.au/app/uploads/2019/10/Guidance-Note-No.1-Self-reporting-non-compliance-
with-the-Life-Insurance-Code-of-Practice.pdf. 

Subscribers	must	
report	a	significant	
breach	to	the	
Committee	within

All subscribers should examine and record 
the root cause of all incidents and breaches 
to determine any trends or patterns. If 
multiple breaches share the same root 
cause, subscribers should closely review 
the breaches against the Significant Breach 
definitions in the Code.

In October 2017, we developed a significant 
breach reporting template (see Appendix 1) to 
help subscribers report a significant breach 
within the required timeframe. The template 
sets out the information required for the 
Committee to understand the matter reported 
in full.7

“All	subscribers	should	
examine	and	record	the	root	
cause	of	all	incidents	and	
breaches	to	determine	any	
trends	or	patterns.

business	days10

https://lifeccc.org.au/app/uploads/2019/06/CaseStudy3_ReportingSigBreaches_-December-2018.pdf
https://lifeccc.org.au/app/uploads/2019/10/Guidance-Note-No.1-Self-reporting-non-compliance-with-the-Life-Insurance-Code-of-Practice.pdf
https://lifeccc.org.au/app/uploads/2019/10/Guidance-Note-No.1-Self-reporting-non-compliance-with-the-Life-Insurance-Code-of-Practice.pdf
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The Committee expects, in accordance with 
section 13.8 of the Code, that subscribers 
provide a realistic remediation plan, including 
an implementation timeframe, the scope of 
the remediation and whether the subscriber 
is providing financial compensation to the 
affected customers. 

The remediation plan should be provided 
by subscribers either as part of their self-
reported significant breach or within a 
reasonable period after self-reporting 
the significant breach. The Committee 
acknowledges that this will depend on the 
complexity of the breach and the associated 
remediation. 

Remediation and closure of significant breach matters8

8    This is not limited to significant breach investigations; it also applies to individual investigations received from customers or their 
authorised representatives. 

  Contact the Committee at the 
earliest opportunity if there is 
an indication that the subscriber 
may not be able to comply with 
the agreed remediation plan 
and timeframe to resolve the 
significant breach.  

  Provide proposed remediation 
plans that prioritise minimising 
potential customer harm.

good pr Actice ex Amples

If we are satisfied that the proposed 
remediation action plan and timeframe to 
resolve the significant breach is appropriate 
in all the circumstances, we will issue a 
remediation closure letter to the subscriber. 

The remediation closure letter is our 
acceptance of the proposed remediation 
plan and outlines the expectations of the 
subscriber as conditions of file closure.

In keeping with the spirit of the Code’s self-
regulatory nature, the Committee:

•	 expects the subscriber to promptly 
contact us if they have not implemented 
the remediation plan by the agreed date – 
in which case we will consider and decide 
on the next steps, 

•	 expects the subscriber to promptly 
contact us if they are unlikely or unable 
to complete implementation of the 
remediation plan within the agreed 
timeframe – in which case we will 
consider whether it is appropriate to 
extend the timeframe, 

•	 requires the subscriber to promptly 
provide confirmation in writing that 
the remediation action plan has been 
completed within the agreed timeframe, 
and 

•	 may also require that the subscriber 
demonstrate that the changes made have 
been effective. 
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Post file closure 

As part of our ongoing monitoring, we may 
require an attestation from subscribers 
to verify that they have implemented the 
agreed remediation actions within the agreed 
timeframe. The attestation would amount to 
a confirmation from the subscriber that the 
remediation actions were implemented.  

As part of that request, subscribers are also 
required to provide information in support of 
their attestation which demonstrates that the 
changes made have been effective. Although 
not a prescriptive or exhaustive list, examples 
of such information include:

•	 process changes (staff training/
reconciliation of master registers),

•	 enhanced monitoring processes,

•	 increased compliance rate of a particular 
Code section since the remediation action 
was implemented, and 

•	 decreased number of breaches identified 
from a recent audit conducted on a 
random sample of claims/complaints.

The Committee will generally accept a 
subscriber’s attestation that the changes were 
implemented and effective. 

However, if we continue to receive a 
significant number of Code breach allegations 
after the subscriber has attested to and 
confirmed the effectiveness of the changes, 
we may:

1.	 exercise the right to impose a sanction on 
the subscriber (discussed below), and/or

2.	 undertake further investigation.  

Discretionary sanction powers

Under clause 8.1 of our Charter and pursuant 
to section 13.10 of the Code, the Committee 
can impose a sanction on a Code subscriber 
under two circumstances: 

•	 if there is evidence which demonstrates 
that a subscriber has failed to implement 
the remedial measures within the agreed 
timeframe, or 

•	 if the Committee fails to reach 
agreement in a reasonable time with the 
subscriber regarding the remediation 
action to be taken. The reasonableness 
of the timeframe will depend on the 
circumstances which include the 
complexity of the breach and the 
associated remediation. 

The Committee has issued one sanction 
against a subscriber to date.9

9    See published Notice of Sanction: https://lifeccc.org.au/app/uploads/2019/07/Notice-of-Sanction.pdf

“The	reasonableness	of	the	
timeframe	will	depend	on	
the	circumstances	which	
include	the	complexity	of	the	
breach	and	the	associated	
remediation.	

https://lifeccc.org.au/app/uploads/2019/07/Notice-of-Sanction.pdf
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HeAdING INFormAtIoN to proVIde

Code Life Insurance Code of Practice

Subscriber Provide the name of the subscriber reporting the breach.

Code standard/s Quote the relevant Code sections in full.

Insurance product type and 
distribution channel

Identify the insurance product and distribution channel.

Date of breach Note the date the breach occurred (or is likely to occur).

Date subscriber became 
aware of the breach

Note the date that you became aware of the breach. 
If you believe the breach to be significant and you took longer 
than 10 business days to report it, outline the reason for the 
delay in notifying the Life CCC (see section 13.4 of the Code).

Nature of the breach Describe what led to the breach and the breach itself, 
including:

• background

• what happened

• what caused the breach

• how long the issue has existed

• how you become aware of the issue

• how the breach was identified (e.g. via self-monitoring or
a consumer complaint)

• number of policies and consumers affected.

Consumer impact Describe the financial and non-financial detriment to 
consumers.

Similar previous breaches If relevant, describe any similar past breaches and the 
reasons this breach has re-occurred.

Appendix 1:  
Reporting significant breach matters to the Committee
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HeAdING INFormAtIoN to proVIde

Remedial action Describe any remedial action proposed or already taken, 
including:

• details of the remedial action plan

• specific processes and measures

• timelines for implementation

• any interim measures being put in place as remedial
action

• when you will provide the Life CCC with an update.

Adequacy of Code 
compliance arrangements

Explain your view on the extent to which, if any, this breach 
indicates that your compliance arrangements are or were 
inadequate.  

Describe the processes that are in place to ensure this 
breach does not occur again.

Regulator reporting Has the matter been reported to a regulator? If yes, please 
advise:

• to which regulator

• the relevant legal provisions

• the date of the report to the regulator.

Significant breach 
assessment

State whether you consider this matter to be a significant 
breach under section 13.4, and as defined, in the Code. 
Describe the factors that you considered in determining 
whether the breach (or likely breach) is significant.
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releVANt Code 
seCtIoN sIGNIFICANt breACH AssessmeNt oF 

sIGNIFICANt breACH

4.7(g) The subscriber’s defiencies in the 
testing and validation of the policy 
data files resulted in its failure to 
identify and issue annual notices to 
certain customers with Consumer 
Credit Insurance (CCI) policies. 

The subscriber determined 
the breach to be significant 
as it did not have adequate 
arrangements to ensure 
compliance with section 4.7(g) 
of the Code. 

5.12 The subscriber’s undetected error 
in the reporting used to monitor 
compliance with the five business day 
requirement in the Group business 
resulted in:

• incorrect dates being drawn from
the underwriting system.

• failure to inform customers of
the decision or terms in which it
offered cover within five business
days.

• management being unaware of the
breaches and the need to allocate
additional resources to the Group
business underwriting team.

The subscriber determined the 
breach to be significant due 
to the number of individual 
breaches recorded and 
inadequate arrangements in 
place to ensure compliance 
with section 5.12 of the Code. 

5.4, 5.12, 
5.14(b), 13.3(a)

The subscriber’s Information 
Technology (IT) system did not have 
the functionality to record the date 
new documents were received to 
complete underwriting tasks. 

As a result, the subscriber could not 
monitor whether the underwriters 
complied with the timframes under 
sections 5.4, 5.12 and 5.14(b). 

The subscriber determined 
the breach to be significant 
as it did not have adequate 
arrangements to ensure 
compliance with sections 5.4, 
5.12, 5.14(b) and 13.3(a) of the 
Code.  

Appendix 2:  
Examples of significant breach matters reported to the Committee
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releVANt Code 
seCtIoN sIGNIFICANt breACH AssessmeNt oF 

sIGNIFICANt breACH

6.3 • First incident: The subscriber
identified that for renewal notices
manually generated, it did not
include a renewal booklet together
with the annual notice for certain
legacy products from 2017 to 2021.
As a result, 27,040 customers did
not receive the information required
under section 6.3(c) and (d) of the
Code.

• Second incident: Due to an
oversight, the subscriber did not
include the information under
section 6.3(c) and (d) of the
Code within annual notices when
it decided to remove renewal
booklets from production. As a
result, 117,529 customers did not
receive compliant annual notices.

The subscriber determined the 
breach to be significant due 
to the volume of customers 
impacted and the time it 
took for each incident to be 
identified.

6.7 The subscriber’s claims management 
system did not have an in-built 
functionality to track and alert staff to:

• action refunds or process policy
cancellations appropriately.

• process refunds for policies which
had lapsed.

As a result, customers did not receive 
a refund for the cancellation of their 
policies within 15 business days. 

The subscriber determined the 
breach to be significant due to:

• the impact of the breach on
the subscriber’s ability to
provide its services – length
of the delay in processing
the refund (some instances
dating back to policies
which were cancelled in
2008).

• the number of customers
impacted.

• actual financial loss.

8.3, 8.4, 8.16, 
8.17 

The subscriber experienced resourcing 
constraints which resulted in a 
significant backlog of work and thus 
breached sections 8.3, 8.4, 8.16 and 8.17 
of the Code. 

The subscriber also noted that 
ineffective Unexpected Circumstances 
(UC) training amongst staff resulted in 
inconsistent application of UC to claims 
under sections 8.16 and 8.17 of the 
Code. 

The subscriber determined the 
breach to be significant due to:

• the number and frequency
of individual breaches
identified regarding these
sections.

• inadequate arrangements –
system limitations resulted
in inaccurate breach
reporting of sections 8.3,
8.16 and 8.17 of the Code.
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releVANt Code 
seCtIoN sIGNIFICANt breACH AssessmeNt oF 

sIGNIFICANt breACH

8.15 The subscriber’s manual process of 
inputting the dates into its claims 
information system resulted in 
incorrect dates being entered into 
the system and the breach of the 10 
business day timeframe across all 
products and channels. 

The subscriber determined the 
breach to be significant due to:

• the volume of breaches
identified.

• the impact of the breach
on the subscriber’s ability
to provide its services  –
delays in communicating
the claim decision to
impacted customers.

• inadequate arrangements
(manual processes which
increased the risk of human
error) to ensure compliance
with section 8.15.

• potential financial loss if
the delays resulted in a
breach of sections 8.16 or
8.17.

8.15, 13.3(a) The subscriber had incorrectly 
measured the 10 business day 
timeframe under section 8.15 to 
commence from the date a claim 
decision was made to the date the 
claim decision was communicated to 
customers.

The subscriber determined 
the breach to be significant 
as it did not have adequate 
arrangements to ensure 
compliance with sections 8.15 
and 13.3(a) of the Code.

8.18 The subscriber’s failure to ensure that 
staff complied with internal section 8.18 
processes and procedures regarding the 
manual insertion of the financial advice 
wording in lump sum claim acceptance 
letters to a trustee or advisor.  

The subscriber determined the 
breach to be significant as, 
through the lack of adequate 
staff training, it did not have 
sufficient arrangements to 
ensure compliance with section 
8.18 of the Code. 
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About	the	Committee

The Committee is the independent body 
responsible for the administration and 
enforcement of the Code. It acts in accordance 
with its Charter, which sets out the powers, 
duties, functions and responsibilities of the 
Committee, subject to any provisions in the Code. 

Guidance	Notes

Guidance Notes are subject to change by the 
Committee and this document reflects the 
Committee’s views as at the date of publication. 
The Committee considers all matters on the 
basis of their individual circumstances and this 
document does not anticipate all possible issues 
that might come before the Committee.

Contacting	the	Life	Code	
Compliance	Committee

If you have any queries about the reporting 
of significant breaches, please contact the 
Committee through its secretariat at:  
info@codecompliance.org.au

https://lifeccc.org.au/
mailto:info%40codecompliance.org.au?subject=



